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The Attack Surface 
Is Growing and 
Changing: What 
That Means for 
Channel Partners
The 2018 IT Security Trends Survey shows partners 
must illuminate emerging threats in IoT, edge 
computing and other fronts.

By Pam Baker

PRESENTED WITH

http://beta.channelfutures.com/


2channelpartnersonline.com

The Attack Surface Is Growing and Changing: What That Means for Channel Partners

CO
NT

EN
TS

TA
BL

E 
OF

Download

Previous

Next

Follow

Follow

Follow

Download

Previous

Next

Follow

Follow

Follow

Win Together, Lose Alone                             6
The IoT Factor                                         7
IT’s Wish List                                          9
Success vs  Luck Perspectives                      10

S191018

http://www.channelpartnersonline.com
http://www.channelpartnersonline.com


3channelpartnersonline.com

The Attack Surface Is Growing and Changing: What That Means for Channel Partners

Download

Previous

Next

Follow

Follow

Follow

Download

Previous

Next

Follow

Follow

Follow

AB
OU

T 
US Channel Partners

For nearly 30 years, Channel Partners has been the leader in providing news and analysis to indirect sales channels 
serving the communications industry. It is the unrivaled resource for resellers, agents, VARs, systems integrators, 
cloud and digital services providers and consultants that provide network-based communications and computing 
services, applications, cloud services, managed and professional services — and more.

ChannelPartnersOnline com is the official media partner of Channel Partners Conference & Expo, the world’s 
largest channel event. 

Channel Futures
Channel Futures unites the diverse ecosystem of companies that comprise the “evolving channel,” which includes 
MSPs, systems integrators, born-in-the-cloud digital services companies, specialized services providers, agents, 
VARs and consultants who recommend digital services.

ChannelFutures com co-produces the CP Evolution event 

Together Channel Partners and Channel Futures provide inspiration, insights and tools to help every partner thrive 
in a new, digitally transformed world.
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PAM BAKER
A prolific writer and analyst, Pam Baker’s published work appears in many leading print and online 
publications including Security Boulevard, PCMag, Institutional Investor magazine, CIO, TechTarget, 
Linux.com and InformationWeek, as well as many others. Her latest book is “Data Divination: Big Data 
Strategies.” She’s also a popular speaker at technology conferences as well as specialty conferences 
such as the Excellence in Journalism events and a medical research and healthcare event at the NY 
Academy of Sciences.
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Follow The Attack Surface Is Growing and Changing: 
What That Means for Channel Partners

Key Findings From the 2018 IT Security Trends Survey hen it comes to security, IT and the 
channel disagree on almost everything 
— from where vulnerabilities lie to an 
organization’s overall exposure. They 

do mostly agree that end-user training is paying 
off, although there’s much more work to be done 
before social engineering loses its place on the 
Top Attack hits list. 

But IT appears to be blindsided by the changes 
and growth in the attack surface, largely springing 
from Internet of things (IoT) and related but emerging 
new technologies. This presents a problem and an 
opportunity for channel partners trying to protect 
customers from new dangers ahead. 

According to the findings from the 2018 IT 
Security Trends Survey, IT pros are feeling more 
confident in their progress toward securing their 
organizations. 

“There are several dominant security threats 
that our organization has faced and prepared for 
in 2018,” said Brian Teater, an IT manager with 
EXP.com. “These specific threats include, but 

W •  More than half, 56 percent, of IT pros say they are less vulnerable to security threats now than they were 
last year. Forty percent credit their own IT processes for the added protection. Channel pros disagree: Only 
28 percent say their customers’ vulnerability posture has changed for the better. IT has more faith in their 
progress and processes than the channel, even while most agree that their organizations are still far from safe. 

•  IT pros and channel partners credit better end-user training and education for some decrease in exposure: 
30 percent of IT practitioners gave a nod to improved end-user performance, and 43 percent of channel pros 
agreed. Given this is the surface for phishing and other social engineering attacks, it’s imperative to continue 
to tighten the ranks at the end-user level.

•  Both IT pros, 48 percent, and channel pros, 40 percent, see an increase in sophistication of attacks as the 
leading cause behind organizations’ increased vulnerabilities. Staying on top of new threats is the top security 
challenge for both groups. 

•  Surprisingly, both IT (24 percent) and the channel (20 percent) rate an increase in the attack surface relatively 
low as a cause for concern, this despite the avalanche of IoT devices and the distribution of data and computing 
at the edge of networks, which tends to increase attack surfaces in the cloud. There is ample opportunity here 
for the channel in addressing new threats presenting in IoT and edge computing (which also entails distributed 
databases) and the corresponding rise in compliance issues. 

•  IT pros see an increase in volume and velocity of attacks coupled with inadequately covering the basics (patching 
and security staff training) as having the second-highest impact on their vulnerability posture. Channel pros 
also see organizations continuing to fail at adequately covering the basics (35 percent) as the next leading 
cause of rising vulnerability postures; they also cite customers’ inability to hire security professionals and 
insufficient security budgets, at 30 percent each, as having a considerable impact.  Better or more effective 
use of automation and artificial intelligence (AI) can cover many of the bases more effectively and stretch IT 

security budgets too. 

http://www.channelpartnersonline.com
http://www.channelpartnersonline.com


6channelpartnersonline.com

The Attack Surface Is Growing and Changing: What That Means for Channel Partners

Download

Previous

Next

Follow

Follow

Follow

Download

Previous

Next

Follow

Follow

Follow
are not limited to: mobile security risks; crime-
as-a-service (CaaS), which expands tools and 
services; the Internet of Things (IoT) which adds 
unmanaged risks; supply chain, which remains 
the weakest and most vulnerable link in regard to 
risk management; regulation(s), which adds to the 
overall complexity of critical asset management; 
and lastly, unmet board expectations, which have 
been exposed by major incidents.”

Why are more than half of IT pros saying they 
are less vulnerable to security threats now than 
they were last year? Forty percent credit their 
own IT processes for the added protection, i.e., 
more timely patching, improved alert/change 
management and better security staff training. 
However, channel pros beg to differ. Only 
28 percent say their customers’ vulnerability 
posture has changed for the better, and 50 percent 
said the improvement was because the customer 
hired their firm. 

The disconnect may reflect some posturing 
as both sides feel pride in their exhaustive 
and exhausting efforts against an onslaught of 
attacks. But that’s understandable and even OK. 
Keeping morale as high as possible is essential 
to motivating teams to continue to fight the good 
fight against a long list of never-ending battles. 

“We live in extremely difficult times, and we need 
to promote good hackers to cancel out the bad 

43 percent of channel pros agreed. Partners can 
help push these improvement scores higher. Given 
this is the surface for phishing and other social 
engineering attacks, it’s imperative to tighten the 
ranks at the end-user level. 

“Millennials are increasing security risks overall,” 
said Jeff Miller, network manager at R-Team 
Computers. “They seem to think ‘Mister Default 
must know a lot since he is into everything, let’s 
use his settings.’ They seem to be too sheltered 
to realize that some things are risky.”

hackers,” said Jaya Milam, senior tech project 

manager engineer at Kinetic Multimedia Systems.

Win Together, Lose Alone
However, there is some consensus between IT 

and the channel on what constitutes a security 

improvement. Both sides report that better end-

user training and education is responsible for a 

decrease in exposure: 30 percent of IT practitioners 

gave a nod to improved end-user performance and 

Source: IT Security Trends Survey, 2018

http://www.channelpartnersonline.com
http://www.channelpartnersonline.com
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The debate continues about Millennial and other 
workforce generational differences in terms of risk 
aversion. But it’s important to periodically readjust 
such assessments. Millennials are the largest 
generation in the U.S. workforce, according to a 
Pew report, but many are 36 years old now and 
rapidly approaching 40. The generation behind 
them, the post-Millennials, are also now of working 
age, 16-20 years old. Partners can help customers 
realign their perspectives and security training 

programs to address changing end-user realities. 
There is also consensus on the largest 

looming threats. Both IT pros, 48 percent, and 
channel pros, 40 percent, see an increase in the 
sophistication of attacks as the leading cause 
behind organizations’ increased vulnerabilities. 
Staying on top of new threats is the top security 
challenge for both groups.

Among the top sources for increasingly 
sophisticated threats are “international and foreign 

hacker and unscrupulous malware pursuits,” said 
Milam. 

Twenty-four percent of IT pros see an increase in 
volume and velocity of attacks as being among the 
highest challenges to their vulnerability posture. 

“The sheer quantity of people on the dark web 
has grown astronomically. Trading has become 
a large multi-trillion-dollar business there,” 
said Jim Hope, vice president of operations at 
Quality Consulting.

Partners can be effective equalizers for IT pros 
who are feeling outgunned and outmanned. 
Certainly, more skilled hands on deck is a distinct 
advantage in an “ever growing threat landscape,” 
said Liam Barany, sales capabilities advisor at CDW.   

The IoT Factor
Surprisingly, both IT and the channel rate an 

increase in the attack surface relatively low, at 
24 percent and 20 percent, respectively. This 
despite their joint and raised concerns over the 
avalanche of incoming IoT devices and the related 
distribution of data and computing at the edge 
of networks, which also tends to increase attack 
surfaces in the cloud.

“In my organization and in many others 
throughout the IT community, the adoption rate 
of IoT has more than doubled through recent 
years and often times with great enthusiasm, with 

Factors Contributing to Decreased Vulnerability Posture—Channel Partners

Question: What has contributed to that decreased vulnerability? (Select up to three factors.)

0%

0%

0%

7%

7%

14%

14%

14%

14%

14%

21%

21%

21%

29%

29%

43%

50%Customer engaged my firm

Better end-user training and education

Better ability to control access to data residing in the cloud and/or on mobile devices

Better ability to control where data resides/decreased attack surface

Increased executive support for security

Organizational culture change, better awareness

Suppliers delivering more effective security technology

Ability of customer to hire the security professionals they need

Better ability to control use of unauthorized cloud services/shadow IT

Regulatory/compliance driving increased security investment

Retired insecure legacy hardware

Retired insecure legacy software

Increased use of encryption

More secure third-party partner/supply chain

Customer processes: more timely patching, better security staff training

Our own firm’s processes: more timely patching, better security staff training

Other

Source: IT Security Trends Survey, 2018

http://www.channelpartnersonline.com
http://www.channelpartnersonline.com
http://www.pewresearch.org/fact-tank/2018/04/11/millennials-largest-generation-us-labor-force/
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many people not knowing nor realizing that these 
devices are often insecure by design and therefore 
offer many opportunities for attackers,” said Teater.  

A recent McKinsey report found that the IoT “hype 
may actually understate the full potential,” which the 
analysts project to equate to something between 
$4 trillion to $11 trillion a year in economic impact 
by 2025. That represents significant increases in 
vulnerability if the IoT industry and developers do 
not change course and bake more security into their 
products and services. Gartner says that to take up 
the slack, worldwide IoT security spending will top 
$1.5 billion by the end of this year. 

“In IoT initiatives, organizations often don’t have 
control over the source and nature of the software 
and hardware being utilized by smart connected 
devices,” said Ruggero Contu, research director 
at Gartner, in a statement to the press. 

“We expect to see demand for tools and 
services aimed at improving discovery and 
asset management, software and hardware 
security assessment, and penetration testing. In 
addition, organizations will look to increase their 
understanding of the implications of externalizing 
network connectivity. These factors will be the 
main drivers of spending growth for the forecast 
period with spending on IoT security expected to 
reach $3.1 billion in 2021,” added Contu.

This represents a potential bonanza for channel 

partners in new sales, not the least because the 

stakes are higher in IoT risks given that the real-

world implications go far beyond a data breach.

“IoT security must be more robust than 

mobile security devices because IoT devices are 

connected to the physical world,” said Teater. IoT 

tends to do more than gather data. It’s often used 

to operate physical systems, from autonomous 

cars and smart cities to utilities, factory production 

floors and human medical care. Given the severity 

and potential permanence of the risks in this 

space, partners are in higher demand to provide 

vital guidance in protecting devices and systems 

that came to the customer full of security holes.

Along with potentially life-and-death stakes, 

IoT comes loaded with compliance risks and 

Factors Contributing to Increased Vulnerability Posture—IT Pros

Question: What has contributed to that increased vulnerability? (Select up to three factors.)
Base: Respondents reporting increased vulnerability; up to three answers permitted (n=25)

4%

4%

4%

8%

8%

8%

12%

12%

16%

16%

16%

16%

24%

24%

24%

48%

20%

20%

Increased sophistication of attackers

Increased attack surface

Increased volume and velocity of attacks

Our own processes: Lack of timely patching, insufficient security staff training

Inability to control access to data residing in the cloud and/or on mobile devices

Lack of executive/organizational support

Increased use of BYOD, inability to control endpoints

Increased use of unauthorized cloud services/shadow IT

Insufficient end user training and education

Insufficient security budget

Inability to hire security professionals

Possibly insecure third-party partners/supply chain

Inability to secure connections between our own data center(s) and public cloud

Malicious insiders/employees

Suppliers delivering ineffective security technology

Insufficient documentation/knowledgebase

Unable to engage a capable managed service provider 

Other

Source: IT Security Trends Survey, 2018

http://www.channelpartnersonline.com
http://www.channelpartnersonline.com
https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/the-internet-of-things-the-value-of-digitizing-the-physical-world
https://www.gartner.com/newsroom/id/3869181
https://www.gartner.com/newsroom/id/3869181


9channelpartnersonline.com

The Attack Surface Is Growing and Changing: What That Means for Channel Partners

Download

Previous

Next

Follow

Follow

Follow

Download

Previous

Next

Follow

Follow

Follow
Factors Contributing to Increased Vulnerability Posture—Channel Partners

Question: What has contributed to that increased vulnerability? (Select up to three factors.)

0%

0%

0%

0%

5%

10%

10%

10%

15%

20%

20%

20%

25%

30%

30%

35%

40%

25%

Increased sophistication of attacks

Customer’s internal IT processes: Lack of timely patching, insufficient security staff training

Customers inability to hire security professionals

Insufficient security budget

Increased use of BYOD, inability to control endpoints

Increased volume and velocity of attacks

Increased attack surface

Possibly insecure third-party partner/supply chain

Insufficient end-user training and education

Inability to control access to data residing in the cloud and/or on mobile devices

Lack of executive/organizational support

Our own inability to hire security professionals

Suppliers delivering ineffective security technology

Our own firm’s processes: Lack of timely patching, insufficient security staff

Increased use of unauthorized cloud services/shadow IT

Insufficient documentation/knowledge base

Malicious customer insiders/employees 

Other

potential data leaks. 
“There will be an increasing lack of transparency 

in the rapidly evolving IoT ecosystem, with vague 
terms and conditions that allow organizations 
to use personal data in ways customers did not 
intend. It will be problematic for organizations to 
know what information is leaving their networks 
or what data is being secretly captured and 
transmitted by devices such as smartphones and 
smart TVs,” warned Teater.

Gartner predicts that in three years’ time, by 2021, 
regulatory compliance will be the biggest driver 
for increased IoT security: “Industries having to 
comply with regulations and guidelines aimed at 
improving critical infrastructure protection (CIP) are 
being compelled to increase their focus on security 
as a result of IoT permeating the industrial world.”

Channel partners should be looking at enhancing 
their offerings with compliance features and 
functionalities that cross over from the digital to 
physical worlds in terms of detection, prevention 
and fast mitigation. If you already offer such 
products and services, are your customers aware 
of them and are they taking advantage of these 
hybrid solutions?

IT’s Wish List
Topping IT’s 2019 security wish list are a more 

security-aware organizational culture where end 
users take ownership (38 percent) and less legacy 

technology to secure, such as outdated hardware 
or operating systems (32 percent). 

A little over a quarter of IT pros, 27 percent, would 
like to have a bigger budget for tools, but only 
17 percent want more money to spend on specialists 
such as penetration testers. Only 25 percent are 
hoping for AI-enabled security tools, and just 
23 percent want more automation in general. 

“I would love it if IoT devices were required 

to pick up policies and parameters from their 
networks so we can reject devices that don’t allow 
that. That would allow us to, by policy, ban any IoT 
device that won’t let us secure it,” said Miller. “Of 
course, that opens up the device itself to tampering 
if it is connected to a compromised network.”

By contrast, 35 percent of channel pros see 
organizations continuing to fail at adequately 
covering the basics (patching and insufficient 

Source: IT Security Trends Survey, 2018

http://www.channelpartnersonline.com
http://www.channelpartnersonline.com
https://www.gartner.com/newsroom/id/3869181
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security staff training) and wish IT would remain 
focused on these issues. That may be difficult to 
do considering 30 percent of the channel say their 
customers are working with insufficient security 
budgets. Automation is the obvious answer to 
bridge the need and budget gap. Partners can 
help customers apply more budget to covering 
bigger, scarier risks by guiding them to automate 
more routine activities such as patching through 
tools like vulnerability management.

Success vs. Luck Perspectives
Some in IT may have a rosier outlook than the 

channel based on less dramatic outcomes in the 
aftermath of a breach, or fewer recent incidents. 
Of IT respondents, 65 percent say their companies 
have not experienced a security breach in the past 
year, while 16 percent are unsure and 19 percent 
said yes, they were definitely breached. Of the 
total surveyed, 49 percent said their organization 
incurred no hard monetary loss from a breach. 

Another 12 percent said the loss couldn’t be 
measured or stated. On the other end of the 
spectrum, only 2 percent said their total loss from 
a breach last year topped $1 million. 

That’s not to say breaches last year were 
painless: 40 percent reported suffering temporary 
damage to reputation and 23 percent saw a loss 
of revenue. Heads also rolled as 16 percent said 
responsible end users lost their jobs, 14 percent 
fired a managed service provider or other partner, 
and 5 percent fired one or more suppliers. Partners 
can help protect customers by offering services 
that span their ecosystem, which may in turn lead 
to more customers for partners. At the very least, 
IT needs strong policies and policy enforcement 
to ensure suppliers and other ecosystem entities 
do not introduce additional vulnerabilities. 

IT pros who didn’t encounter a breach last year 
can’t be sure whether their policies, processes and 
investments are working or if they’ve just been plain 
lucky. Consider that 20 percent say they are unable 
to control access to data stored in the cloud or on 
mobile devices, while 16 percent are seeing an 
increase in the use of bring your own devices (BYOD) 
and a corresponding inability to control endpoints. 
To make matters worse, shadow IT has not been 
curtailed despite the trend toward expanded self-
service and other programs designed to improve 
IT response times and users’ app options. The use 

2019 Security Wish List - Top Three—IT Pros

Question: What is at the TOP of your 2019 security wish list? (Please select up to three options.)
Base: All respondents; up to three answers permitted (n=232)

3%

3%

7%

9%

19%

18%

17%

14%

32%

27%

24%

38%

23%

23%

More security-aware organizational culture where end users take ownership

Less legacy technology to secure, such as outdated hardware or OSes

Increased budget for tools

AI-enabled security tools

More automation in general

Better tools from our suppliers

More skilled security personnel on staff

More action by law enforcement to take down attackers

Increased budget to engage specialists, such as penetration testers, as needed

More business leadership support

Increased budget to offload security responsibility to a managed service provider

The authority to undertake offensive security measures, aka “hack back”

Micro-segmentation capabilities

Other

At the top of respondent security wish lists is a more security-aware organizational culture where end users take ownership 
(38%), followed by less legacy technology to secure (32%) and increased budget for tools (27%).

Source: IT Security Trends Survey, 2018
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of unauthorized cloud services is on the rise, say 
16 percent of IT respondents.

Partners can help IT pros get a better handle 
on their overall threat exposure and provide 
the analytics and metrics to sort how well their 
security investments are actually working from 
how much Lady Luck smiled in their direction. 
Are your customers and prospects aware that you 
can bring them the clarity they need to help them 
make better security decisions and investments?

By contrast, channel pros said 46 percent of 
their customers had a breach in the past year, 
while 26 percent were unsure and 28 percent said 
they had no breach. Thirteen percent said the loss 
to their customers after a breach was more than 
$1 million. The difference in IT pros’ and channel 
partners’ breach reporting is perhaps unsurprising 
given the tendency for companies to hire outside 
help during or after a breach. 

Partners may be able to break through some 
in IT’s Pollyanna outlooks by presenting facts 
on new threats rising on new fronts including 
IoT and edge computing, which also entails 
distributed databases, and the corresponding 
rise in compliance issues. 

Tom Bittman, a Gartner analyst, wrote that “the 
edge [computing] will eat the cloud.” For the 
20 percent in IT who reported an inability to control 
access to data residing in the cloud or on mobile 

devices now, edge computing will greatly exacerbate 

the problem. Just like it will for all organizations that 

have yet to lock down IoT devices and data stores.

But that vulnerability has many moving parts 

for the channel to address.

“The increasing global demand for internet 

transaction processing is increasing the 

security risks associated with global transaction 

processing,” warned Valery Herrington, CXO of 

Herrington Technology. Smart devices from home 

appliances to cars and factory robotics will soon 

be ordering parts and service on their own — 

that’s just one new attack surface presented by 

IoT and edge computing. Alexa’s order taking and 

consumer-initiated transactions are mere peanuts 

compared to what’s coming.

Security Breach Experienced by Organization (IT Pros) or Client (Channel 

Partners) in Past Year

Question: Has your organization (IT pros)/a customer (channel partners) experienced a security breach in the past year?

19%

46%

65%

28%

NoYes Unsure

IT Pros
Channel Partners

16%

26%

Source: IT Security Trends Survey, 2018

http://www.channelpartnersonline.com
http://www.channelpartnersonline.com
https://blogs.gartner.com/thomas_bittman/2017/03/06/the-edge-will-eat-the-cloud/
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Giving MSPs an Edge: A Guide to Building a Comprehensive Security Portfolio
With the volume of cyberthreats on the rise, organizations are scrambling to stay one step ahead of 
cybercriminals. This spells big opportunities for MSPs and MSSPs. But to get an edge on the competition, 
you need to pick the right security tools. In this report, you’ll learn which managed security services 
to offer.

How Digital Services Help Partners Cut Through the Security Noise
A non-stop malware onslaught — with mobile and IoT devices on the front lines — is keeping security 
front and center and shaping customer spending decisions. Meanwhile, the managed security services 
business is evolving as foundational techs become available as cloud-based and hosted solutions. Are 
you ready to protect customers and increase profits?

IoT for Business: 5 Key Trends for 2018
IoT is here, and so it’s critical for channel partners to have the practical capabilities of this largely 
mobile-driven technology locked and loaded when talking with decision-makers. In this report, we offer 
insights and advice from industry leaders and change-makers about the biggest trends on the horizon.
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